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Abstract 
Cybersecurity professionals confront over three billion pieces of data daily—an overwhelming deluge 
that triggers severe decision fatigue. In critical situations, where each decision could be the difference 
between security and breach, immense pressure is placed on the digital defenders. This paper explores 
the realities of decision fatigue in cybersecurity, grounded in the ego depletion theory, which likens 
decision-making stamina to a depleting muscle. As cyber threats intensify, the inability to maintain 
decision-making precision becomes a possibility and a dangerous likelihood. This paper introduces 
robust technological and organizational strategies to combat this fatigue. By harnessing the power of 
Artificial Intelligence (AI) and Machine Learning (ML), routine data analysis can be automated, allowing 
professionals to concentrate on critical threats. Additionally, the paper advocates for transformative 
organizational practices that support mental resilience, including agile methodologies, mandatory 
breaks, and nutrition-focused well-being programs. These initiatives promise to preserve and enhance 
cybersecurity professionals' cognitive capacities, ensuring that our digital infrastructures are defended 
by technology and rejuvenated human vigilance. 
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Decision Overload: Cybersecurity In The Age Of Big Data 
 

On any given day, individuals are faced with the daunting task of making approximately 35,000 

decisions (Pignatiello et al., 2020). These decisions range from the most automatic, such as deciding 

whether to breathe, to more significant and complex ones, like determining the best investment options 

between two companies. Professionals safeguarding critical infrastructure cybersecurity are subjected to 

an even more intense decision-making process. The complexity and volume of decisions they must handle 

surpass those encountered in many other professions (Singh et al., 2023). Each decision they make could 

have far-reaching implications for the security and integrity of the systems they protect (Shreeve et al., 

2021). As such, cybersecurity experts must ensure that each decision is made precisely and understand 

its potential impact on their organization's cybersecurity posture. This elevated level of responsibility 

underscores the critical nature of their role in maintaining the security of digital assets and infrastructure. 

Cybersecurity professionals are tasked with managing an overwhelming volume of data daily. 

According to Naseer (2023), organizations source approximately three billion pieces of data on 

cybersecurity events in raw form from more than fifty data sources daily. This sheer volume of data 

underscores the scale of the challenge faced by cybersecurity teams responsible for ingesting, analyzing, 

and acting upon this data to secure their networks and respond to threats. The magnitude of data and the 

diversity of its sources significantly contribute to the complexity of decision-making in the cybersecurity 

domain, highlighting the acute issue of decision fatigue among professionals tasked with maintaining 

organizational security (Arellano et al., 2023). 

Problem 

The problem addressed in this article is that the overwhelming amount of data that cybersecurity 

professionals are required to review to make decisions is causing decision fatigue and burnout 

(Chowdhury et al., 2019; Pignatiello et al., 2020; Singh et al., 2023). Burnout has caused a notable resource 

gap in cybersecurity (Nobles, 2022; Singh et al., 2023). Decision fatigue, extensively explored within 

psychology and behavioral economics, holds significant relevance for cybersecurity (Pignatiello et al., 

2020). This phenomenon, characterized by a decline in the quality of decisions made by an individual after 

a long session of decision-making, becomes particularly pertinent as cybersecurity professionals grapple 

with the deluge of data inherent in today's digital landscape (Singh et al., 2023).  

With the exponential growth in data volume, the complexity and number of decisions that need 

to be made escalate correspondingly (Pignatiello et al., 2020). This escalation increases the cognitive load 

on these professionals and heightens their stress levels, making it challenging to maintain optimal decision 

quality throughout their work (Singh et al., 2023). Consequently, the risk of making suboptimal decisions 

that could lead to vulnerabilities in security systems becomes a tangible concern (Marchewka, 2022; 

Miles, 2021; Rodriguez Saldana, 2021; Shreeve et al., 2021; Tsimba, 2021; Wu, 2023). As decision fatigue 

sets in, the likelihood of overlooking critical threats or misinterpreting vital information increases, 

potentially exposing systems to cyberattacks and compromises. This underscores the importance of 

implementing strategies to mitigate decision fatigue among cybersecurity teams, ensuring the continuous 

protection of digital infrastructures against evolving threats (M'Manga, 2020). 
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Theoretical foundations for decision fatigue 

The theoretical foundation of decision fatigue is deeply rooted in psychological studies, mainly 

through the ego depletion theory proposed by Roy F. Baumeister (Ma Yu, 2020). This theory posits that 

individuals have a finite mental energy for self-control and decision-making. As this energy is expended 

over time, the ability to make decisions effectively diminishes, akin to how physical stamina decreases 

with exertion (Ma Yu, 2020). The study explains this phenomenon, highlighting how repeated decision-

making tasks can significantly decrease the quality and efficiency of decisions made by individuals as they 

experience this cognitive depletion (Ma Yu, 2020). 

The analogy of decision-making stamina to muscle fatigue vividly illustrates this concept. Just as 

muscles become tired and less effective with overuse during physical activities, the cognitive "muscles" 

responsible for making decisions wear out after prolonged or intensive use (Ma Yu, 2020). Exhaustion can 

lead to poorer decision-making, procrastination, and a tendency to opt for easier or less optimal choices 

(Ma Yu, 2020). 

Moreover, the role of biological factors in supporting cognitive function and decision-making 

stamina has been explored in academic circles. Specifically, studies by Orquin and colleagues in 2020 have 

shed light on the importance of glucose as a critical energy source for the brain. This research suggests 

that glucose levels can influence cognitive capabilities, including decision-making stamina (Orquin et al., 

2020). As glucose is consumed to fuel brain activities, maintaining adequate levels is crucial for sustaining 

the energy required to make decisions, emphasizing the biological underpinnings of decision fatigue 

(Orquin et al., 2020). 

The biological perspective is instrumental in understanding why certain dietary and lifestyle 

choices impact cognitive functions and decision-making abilities (Orquin et al., 2020). It suggests a more 

holistic approach to managing decision fatigue, considering psychological endurance and physical well-

being. Ensuring a balanced diet, regular breaks, and managing stress levels could thus be seen as essential 

strategies for enhancing decision-making stamina and mitigating the effects of ego depletion (Orquin et 

al., 2020). 

Decision fatigue profoundly impacts individuals on a personal level. This phenomenon occurs 

when a person is overwhelmed by numerous decisions over time, significantly reducing their decision-

making quality (Nobles, 2022). As a result, individuals may exhibit increased impulsivity, making snap 

decisions without fully considering the consequences. This can also result in poorer choices across various 

aspects of life, from dietary habits to financial management, highlighting a marked decline in self-control 

(Nobles, 2022). The effects are momentary and yet can have long-lasting implications for well-being and 

life satisfaction (Nobles, 2022).  

Decision fatigue takes on a different but equally detrimental form in professional settings. 

Workers and leaders alike may experience a decrease in productivity, finding themselves unable to 

perform at their usual standard or complete tasks efficiently (Nobles, 2022). More concerning is the 

compromise in ethical judgment that can occur, where professionals might take shortcuts or make 

decisions that conflict with their values or the best interests of their clients and stakeholders (Nobles, 

2022). This erosion of ethical standards, coupled with a general decline in the quality of work, can have 

far-reaching effects on a company's reputation, employee morale, and overall success. 
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The implications of decision fatigue extend beyond individual or professional consequences, 

permeating societal structures in significant ways. Judicial systems, for example, are not immune; judges 

may make less favorable rulings towards the end of their sessions, influenced by the cumulative toll of 

decision-making (Kahneman, 2021). Similarly, consumer behavior is affected, with shoppers more likely 

to make impulsive purchases or default to easier choices, such as opting for brand names over generic 

items, when experiencing decision fatigue. These patterns, documented in various studies, underscore 

the pervasive influence of decision fatigue on critical societal functions and economic dynamics, 

suggesting a need for strategies to mitigate its impact across all levels of society. 

Big data and decision fatigue 

Big data offers the potential for groundbreaking insights and the ability to predict future trends 

with a level of accuracy previously unattainable (Lee et al., 2022; Li et al., 2022; Naseer et al., 2023; Sharma 

& Barua, 2023; Wu, 2023). However, this wealth of information also presents a significant challenge, as 

the overwhelming volume of alerts, logs, and anomalies detected can lead to decision fatigue among 

professionals. According to research by McIntyre (2021) and Singh (2023), the constant pressure to quickly 

analyze and act upon vast data points often results in hasty and suboptimal decision-making. This rushed 

approach increases the likelihood of mistakes and amplifies the risk of significant oversights and errors, 

undermining the advantages big data aims to provide. 

Furthermore, the literature suggests that decision fatigue can be mitigated by strategically using 

algorithms and machine learning models. Baer (2019) discusses how carefully designed and implemented 

algorithms can help reduce bias and support decision-makers by filtering noise and highlighting significant 

data points. This approach can help cybersecurity professionals focus on decisions that require human 

judgment and intuition, thereby reducing the cognitive load and the risk of fatigue. However, reliance on 

algorithms is not without its challenges. Algorithms themselves can be biased based on the data they are 

trained on, the objectives they are set to achieve, or the interpretations of their outputs (Baer, 2019). This 

necessitates a balanced approach where algorithms act as aids rather than replacements for human 

decision-makers. 

Strategies to combat decision fatigue in cybersecurity involve creating a supportive decision-

making environment that recognizes the limitations humans have in processing large volumes of 

information (Arellano et al., 2023; Einhorn, 2023; Li et al., 2022; Panda, 2022; White, 2023; Wu, 2023). 

Adopting agile cybersecurity practices offers a solution to the rigidity often found in traditional decision-

making processes (Naseer et al., 2023). Agile methodologies promote a flexible and dynamic approach, 

allowing decisions to be revisited and revised as new information becomes available. This iterative process 

ensures that decisions are constantly evaluated and adjusted, significantly reducing the likelihood of 

decision fatigue by keeping the decision-making process fresh and responsive to the latest data and 

trends. 

Significance of studying the problem 

A discussion on decision fatigue in cybersecurity due to big data is of paramount significance for 

several reasons. Firstly, the sheer volume of data that cybersecurity professionals must analyze and act 

upon is staggering (Naseer et al., 2023). With organizations sourcing billions of cybersecurity event data 



DECISION OVERLOAD   5 

 
 

daily from many sources, the cognitive load on these individuals is immense. This inundation of data 

makes identifying genuine threats more complex and increases the likelihood of decision fatigue 

(Pignatiello et al., 2020). Decision fatigue, in turn, can lead to a decline in the quality of decisions made 

over time, potentially compromising the security posture of organizations (Chowdhury et al., 2019). 

Highlighting this issue is crucial for understanding the challenges faced by cybersecurity teams and for 

fostering discussions on how to mitigate these challenges. 

Secondly, discussing decision fatigue in the context of cybersecurity and big data brings to light 

the importance of incorporating advanced technological solutions, such as artificial intelligence (AI) and 

machine learning (ML), into cybersecurity practices (Cesario, 2023; James, 2024; Kanbach et al., 2023; Ooi 

et al., 2023; Sharma & Barua, 2023; Shreeve et al., 2023). These technologies can automate the analysis 

of large datasets, reducing the cognitive burden on humans and minimizing the risk of decision fatigue. 

By leveraging AI and ML, cybersecurity professionals can focus on more strategic decision-making 

processes where human insight is irreplaceable. This discussion encourages exploring and adopting such 

technologies, driving innovation and efficiency in cybersecurity operations (Kanbach et al., 2023). 

Lastly, the conversation around decision fatigue in cybersecurity underscores the need for a 

holistic approach to cybersecurity education and policy-making (Nobles, 2022; Obitade, 2019; Pignatiello 

et al., 2020). It highlights the importance of equipping professionals with the technical skills required to 

handle big data and implement organizational strategies supporting decision-making processes (Yoon et 

al., 2021). This includes fostering a culture that recognizes the limits of human cognition and promotes 

practices such as regular breaks, shift rotations, and the use of decision-support systems (Aurelien, 2021; 

Kahneman et al., 2019; Rodriguez Saldana, 2021; Tsimba, 2021; Yoon et al., 2021). By discussing these 

issues, stakeholders can develop more effective cybersecurity frameworks that address cybersecurity's 

technological and human elements, ensuring a robust defense against cyber threats. 

The significance of discussing decision fatigue in cybersecurity lies in its ability to illuminate the 

multifaceted challenges faced by professionals in the field (Chowdhury et al., 2019; Nobles, 2022; Singh 

et al., 2023). It prompts a critical examination of current practices and encourages the integration of 

technological, educational, and organizational strategies to enhance cybersecurity efforts. This discussion 

is timely and essential in paving the way for more resilient and adaptive cybersecurity infrastructures in 

the face of growing cyber threats. 

The significance of discussing decision fatigue in cybersecurity extends beyond the immediate 

challenges of data overload; it delves into the psychological and operational impacts on professionals 

tasked with safeguarding digital assets (Chowdhury et al., 2019; Nobles, 2022; Singh et al., 2023). This 

discourse sheds light on the cognitive strain on these individuals, who must sift through vast information 

to identify and mitigate threats, often under tight time constraints (Chowdhury et al., 2019). By 

highlighting the issue of decision fatigue, the conversation opens avenues for a critical examination of the 

status quo, questioning whether current cybersecurity practices are sustainable and effective in the long 

term. It also catalyzes the integration of advanced technological solutions, such as artificial intelligence 

and machine learning, alongside educational initiatives aimed at enhancing analytical skills and 

organizational strategies that prioritize mental health and cognitive well-being (Alghamdi & Al-Baity, 

2022; Sharma & Barua, 2023). Given the escalating sophistication of cyber threats, this multifaceted 

approach is timely and essential for developing more resilient and adaptive cybersecurity infrastructures 

(Nassar & Kamal, 2021). Ultimately, acknowledging and addressing decision fatigue in cybersecurity 
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professionals is crucial for bolstering organizations' overall security posture, ensuring they remain one 

step ahead in a constantly evolving digital landscape. 

Mitigating decision fatigue 

Mitigating decision fatigue is essential in ensuring that individuals and organizations operate at 

their peak, making efficient and effective choices. When decision fatigue sets in, the quality of decisions 

tends to decline, leading to suboptimal outcomes that can affect personal goals and organizational 

objectives. Individuals and organizations can sustain their decision-making capabilities over more 

prolonged periods by adopting strategies to minimize or prevent decision fatigue, such as simplifying 

choices, prioritizing tasks, and encouraging regular breaks. These measures enhance the immediate 

quality of decisions and contribute to long-term well-being and productivity, underlining the significance 

of proactive efforts in combating decision fatigue. Table 1 provides the essential methods for individuals 

and organizations to leverage to enhance decision-making and minimize the effects of fatigue. 

Understanding and addressing decision fatigue is critical to strategic planning and personal management, 

aiming to preserve the clarity and rationality essential for high-stakes decision-making. 

 

Table 1 

Methods for Mitigation of Decision Fatigue 

Category Description Key Strategies References 

Individual 

Strategies 

These approaches aim to 

reduce cognitive load and 

conserve mental energy for 

significant decisions. 

• Reduce complexity and 

number of choices 

• Adhering to routines  

• Prioritizing based on 

significance  

Panda, 2022 

Organizational 

Support 

Create supportive 

environments promoting 

rest and physical well-being, 

rejuvenating employee 

decision-making faculties. 

• Minimizing decision-

making frequency  

• Streamlining processes 

• Structured breaks  

• Focus on physical well-

being 

• Provide clear guidelines  

Arellano et al., 2023 

Role of Well-

being 

Nutrition, physical activity, 

and rest are fundamental to 

maintaining a healthy brain 

and enhancing cognitive 

functions, essential for 

effective decision-making. 

• Ensure good nutrition  

• Engage in regular 

physical activity  

• Get sufficient rest and 

quality sleep 

Orquin et al., 2020 

Individual Strategies 

Individuals can adopt several strategies to combat decision fatigue, enhancing their decision-

making capabilities. Simplifying decision-making processes involves reducing the complexity and number 
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of choices available, thereby minimizing the cognitive load (Panda, 2022). Adhering to routines and habits 

can automate daily decisions, conserving mental energy for more critical decisions. Prioritizing decisions 

based on significance allows individuals to allocate their attention and resources to decisions that 

profoundly impact their lives and well-being (Panda, 2022). These strategies underscore the importance 

of streamlining decision-making to prevent cognitive overload and maintain clarity of thought. 

Organizational Support 

Organizations play a pivotal role in mitigating decision fatigue among their employees. 

Organizations can significantly reduce the cognitive burden on their employees by minimizing the 

frequency of decision-making required and streamlining decision-making processes (Arellano et al., 2023). 

Creating an environment that promotes rest and encourages healthy decision-making hygiene can 

rejuvenate employees' decision-making faculties. Such an environment may include structured breaks, 

promoting physical well-being, and providing clear guidelines for decision-making (Arellano et al., 2023). 

These measures can help maintain high levels of productivity and decision-making quality. 

The Fundamental Role of Well-being 

The connection between well-being and decision-making capacity is profound. Nutrition, physical 

activity, and adequate rest form the foundation of a sharp and resilient decision-making faculty (Orquin 

et al., 2020). A well-nourished body supports a healthy brain, enhancing cognitive functions essential for 

making informed decisions. Regular physical activity boosts brain health, improving memory, thinking 

skills, and mood, which are crucial for effective decision-making (Orquin et al., 2020). Sufficient rest, 

including quality sleep, allows the brain to recover from daily stresses, clearing the way for better decision-

making (Orquin et al., 2020). These aspects highlight the integral role of holistic well-being in sustaining 

optimal decision-making capabilities. 

Integrating Business Intelligence 

The integration of Business Intelligence (BI), Artificial Intelligence (AI), Machine Learning (ML), 

and Big Data analytics into decision-making processes is not only transformative but essential in today's 

data-driven environment (Alagar, 2023; Bean, 2017; Palmer, 2020). By merging these technologies, 

organizations and individuals can leverage a powerful suite of tools designed to enhance decision quality, 

reduce cognitive strain, and improve overall well-being. This synergy allows for rapidly processing and 

analyzing vast amounts of data, delivering precise, personalized, and predictive insights critical for daily 

operational decisions and high-stakes strategic planning (Alagar, 2023; Bean, 2017; Palmer, 2020). The 

result significantly reduces decision fatigue, as routine tasks are automated and complex data sets are 

synthesized into actionable insights, freeing up cognitive resources for more critical thinking and 

innovation. Furthermore, the predictive capabilities of these technologies allow for a proactive approach 

to health and well-being, anticipating potential risks and enabling timely interventions (Alagar, 2023; 

Bean, 2017; Palmer, 2020). 

Reducing Decision Fatigue 

Business Intelligence (BI) and Artificial Intelligence (AI) systems have revolutionized corporate and 

personal decisions. By automating routine tasks, these technologies significantly reduce the mental load 

on individuals, allowing them to focus their cognitive resources on more complex and impactful decisions 
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(Bean, 2017). For example, AI algorithms can sift through vast amounts of data to identify trends and 

patterns, transforming raw data into actionable insights (Bean, 2017). This ability to quickly synthesize 

complex information speeds up decision-making and enhances accuracy. Automating tasks like prioritizing 

emails and scheduling meetings might seem minor, but it is crucial in minimizing daily decision fatigue. 

This streamlined approach to handling mundane tasks ensures that individuals have more energy and 

mental clarity for tasks that require more profound thought and analysis (Bean, 2017). 

The role of AI in reducing trivial decision-making extends beyond simple task automation. AI 

systems can learn from past decisions and outcomes, continuously improving their recommendations and 

actions (Naik, 2021). This learning capability means that the more an individual or organization uses these 

systems, the better they become at predicting needs and optimizing decisions. For instance, an AI-

powered email system might learn to prioritize messages from key contacts or topics of high importance, 

ensuring that critical information does not get lost in the shuffle (Yeboah-Ofori et al., 2021). Similarly, 

smart scheduling tools can optimize calendars based on availability and consider the individual's work 

habits and productivity patterns (Sahadevan, 2023). This personalized approach to automation and 

prioritization significantly reduces the cognitive strain associated with managing a busy schedule, allowing 

individuals to allocate their attention where it is most needed. 

Furthermore, integrating BI and AI in decision-making processes directly addresses the challenge 

of decision fatigue by conserving cognitive resources for critical thinking and strategic decisions (Denhere, 

2021). In a business context, leaders can devote more time to innovative thinking and long-term planning 

rather than getting bogged down in operational details. In personal settings, it allows individuals to focus 

on life's more significant choices and challenges, enhancing overall life satisfaction and effectiveness. The 

cumulative effect of these technologies is a more focused, efficient, and strategic approach to decision-

making (Denhere, 2021). By handling the routine and automating the mundane, BI and AI systems free up 

mental bandwidth, allowing individuals and organizations to excel in areas that require deep thought, 

creativity, and strategic insight, ultimately contributing to better decisions and reduced decision fatigue 

(Denhere, 2021). 

Enhancing Decision Making  

Machine Learning (ML) algorithms have revolutionized how we approach data analysis and 

decision-making, leveraging their capacity to sift through vast datasets to identify patterns and predict 

outcomes with precision and speed unattainable by humans (Aruleba, 2022). These algorithms analyze 

historical data, learning from past events to predict future outcomes. This process enables ML to offer 

recommendations that are not only based on a comprehensive analysis of available data but are also 

optimized to reflect proven strategies and successes. Such data-driven and evidence-based 

recommendations ensure that decisions are grounded in solid analysis, significantly enhancing their 

potential for success (Aruleba, 2022). 

The application of ML in decision-making processes significantly improves the quality of those 

decisions (Aruleba, 2022). By providing insights derived from a thorough analysis of historical trends and 

patterns, ML helps formulate effective and efficient strategies. This is particularly valuable in complex 

decision-making environments where data's sheer volume and complexity can be overwhelming. ML 

recommendations allow individuals and organizations to make decisions informed by in-depth analysis 

beyond human capability, ensuring that a robust data foundation supports every decision (Aruleba, 2022). 



DECISION OVERLOAD   9 

 
 

Leveraging these tools boosts decision-making confidence and contributes to more predictable and 

favorable outcomes. 

Moreover, adopting ML in decision-making significantly reduces the cognitive load on decision-

makers (Brachten et al., 2020). In a world where individuals and organizations are bombarded with 

endless data and choices, relying on algorithmic recommendations relieves the burden of manually 

analyzing and interpreting large datasets. This reduction in cognitive load is crucial for combating decision 

fatigue, a common challenge in today's fast-paced environment. With ML, decision-makers can allocate 

their mental resources more effectively, focusing on strategic thinking and creative problem-solving 

rather than getting bogged down in data analysis (Brachten et al., 2020). This enhances decision-making 

efficiency and contributes to better overall well-being, as individuals and teams can manage their 

cognitive resources more effectively, preventing burnout and maintaining a higher level of mental acuity 

(Brachten et al., 2020). 

Improving Health and Well-being 

Big Data analytics has become a cornerstone in advancing personal health and wellness through 

wearable devices embedded with AI technologies (Seng et al., 2023). These devices collect many data 

points related to an individual's daily activities, physiological metrics, and sleep patterns. By analyzing this 

data in real time, AI algorithms can offer tailored recommendations to optimize an individual's diet, 

exercise routines, and rest periods (Seng et al., 2023). Such personalized guidance is designed to improve 

physical health, which directly impacts mental acuity and cognitive function. As physical and mental health 

improves, individuals are likely to experience an enhancement in their decision-making capabilities, 

leading to better personal and professional outcomes (Nobles, 2022). This cycle of feedback and 

improvement facilitates a holistic approach to well-being, where data-driven insights lead to healthier 

lifestyles and improved cognitive function (Nobles, 2022). 

Big Data and Business Intelligence (BI) tools are pivotal in fostering a work environment that 

prioritizes employee well-being (Nobles, 2022). By continuously monitoring various indicators of 

employee engagement, satisfaction, and overall well-being, these tools can provide invaluable insights for 

management. This data can reveal patterns related to workloads, employee interactions, and 

environmental factors that influence productivity and mental health (Nobles, 2022). With this 

information, organizations can implement targeted interventions, such as adjusting workloads, scheduling 

mandatory breaks, or redesigning workspaces to optimize light, space, and ergonomics. These 

adjustments aim to create a workplace that maximizes productivity and supports employees' mental and 

physical health, recognizing that a healthy workforce is a crucial driver of long-term success (Nobles, 

2022). 

Moreover, applying Big Data analytics in organizational health extends beyond immediate 

workplace adjustments to inform broader strategic planning and policy development (Nobles, 2022). By 

identifying the optimal conditions for employee productivity and well-being, companies can develop more 

effective health and wellness programs, design flexible work policies that accommodate the needs of a 

diverse workforce, and foster a culture that values and promotes well-being (Nobles, 2022). This strategic 

approach to organizational health can reduce absenteeism, lower healthcare costs, and improve 

employee retention. Ultimately, integrating Big Data analytics and AI in personal and organizational 
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contexts offers a forward-thinking approach to health and well-being, emphasizing the importance of 

data-driven decisions in creating environments that nurture physical and cognitive health (Nobles, 2022). 

Decision Hygiene 

Decision hygiene is a systematic approach to 

improving the quality of decision-making by minimizing 

cognitive overload and enhancing mental clarity. This concept 

revolves around the idea that just as personal hygiene 

practices prevent illness and promote physical health, 

decision hygiene practices can safeguard cognitive well-being 

and optimize decision-making performance (Shimizu & Lim, 

2023). By adopting specific strategies, individuals and 

organizations can reduce decision fatigue, avoid the pitfalls of 

cognitive biases, and make more rational, practical choices. 

Figure 1 details the process organizations can implement to 

enhance decision-making. 

The decision hygiene process begins with an 

assessment of the decision load. This initial step involves 

evaluating how often and intensely decision-making occurs 

within a given context—personal life or a professional 

environment (Shimizu & Lim, 2023). By identifying which 

decisions consume disproportionate amounts of time and 

mental energy, individuals and organizations can pinpoint 

opportunities for streamlining. This may involve delegating, 

eliminating unnecessary choices, or simplifying the processes 

by which decisions are made (Shimizu & Lim, 2023). 

Once the decision landscape is understood, the next 

step is prioritizing decisions based on their significance and urgency (Shimizu & Lim, 2023). This helps 

allocate resources and attention to decisions with the most significant impact. By focusing on critical 

decisions while automating or simplifying less significant ones, decision-makers can conserve mental 

energy and reduce the overall cognitive burden. Techniques such as decision matrices or prioritization 

frameworks can be invaluable at this stage (Shimizu & Lim, 2023). 

Simplification is pivotal in decision-making (Shimizu & Lim, 2023). By reducing the number of 

choices available and setting predefined criteria for decision-making, individuals and organizations can 

dramatically decrease the time and effort required to reach practical conclusions. This can involve creating 

standardized procedures for routine decisions and employing decision-making aids like algorithms or 

checklists to ensure consistency and efficiency (Shimizu & Lim, 2023). 

Additionally, scheduling decisions strategically and fostering an environment conducive to good 

decision-making is essential. Optimal decision hygiene involves planning to tackle complex decisions when 

mental energy is highest, typically after restful breaks or nourishing meals (Shimizu & Lim, 2023). 

Moreover, designing physical and digital workspaces to minimize distractions and enhance focus can 

Figure 1 

Decision Hygiene Process 

 
Continuous Improvement

Feedback and Reflection

Training and Development

Environment Optimization

Physical and Mental Well-being

Strategic Scheduling

Standardization of Procedures

Simplification of Choices

Prioritization of Decisions

Assessment of Decision Load
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significantly improve decision quality. This includes managing noise levels, controlling access to 

information, and using ergonomic and psychological design principles to create an environment that 

promotes concentration and practical thinking (Shimizu & Lim, 2023). 

Decision hygiene is not just about making decisions efficiently; it is about making them practical 

and sustainable. By assessing decision loads, prioritizing effectively, simplifying choices, and optimizing 

environments, decision hygiene helps individuals and organizations maintain cognitive resilience and 

make high-quality decisions consistently (Shimizu & Lim, 2023). The ongoing practice of refining these 

strategies in response to feedback and changing circumstances ensures that decision hygiene remains a 

dynamic and robust approach to personal and professional growth. 

Future Research 

The growing challenge of decision fatigue among cybersecurity professionals presents a critical 

opportunity for original research. One potential area of study is the role of artificial intelligence (AI) and 

machine learning (ML) in mitigating cognitive overload. This research could involve designing and testing 

algorithms capable of filtering, prioritizing, and categorizing vast datasets to identify the most critical 

threats. By collecting data on their effectiveness in real-world scenarios, researchers could evaluate how 

these technologies improve decision-making efficiency and reduce errors. Such a study would provide 

valuable insights into the practical applications of AI and ML in enhancing operational resilience in 

cybersecurity. 

Another valuable research topic focuses on the impact of organizational practices on reducing 

decision fatigue in high-stakes environments. This study could analyze the effectiveness of structured 

breaks, rotational shifts, and agile workflows in enhancing cybersecurity professionals' mental resilience 

and cognitive performance. Data collected from organizations implementing these practices could be 

compared against those with traditional workflows to assess the tangible benefits. Exploring the interplay 

between organizational strategies and employee well-being would offer actionable recommendations for 

creating supportive environments that promote sustainable decision-making. 

Finally, a study on the behavioral and cognitive outcomes of implementing decision hygiene 

protocols in cybersecurity decision-making would be highly insightful. This research could examine how 

prioritization frameworks, environmental optimizations, and simplification strategies affect cognitive 

performance and reduce error rates. By leveraging experimental designs in simulated or real-world 

cybersecurity scenarios, researchers could gather evidence on the practical benefits of these protocols. 

This study would not only deepen understanding of decision fatigue but also provide practical guidelines 

for enhancing decision quality in the face of growing cybersecurity demands. 

Conclusion 

This comprehensive analysis of decision fatigue among cybersecurity professionals in the context 

of big data reveals a critical intersection between psychological endurance, technological reliance, and 

organizational strategy. The immense cognitive load imposed by the sheer volume of cybersecurity 

threats and data points, as highlighted by Naseer et al. (2023), underscores the urgency of addressing 

decision fatigue not merely as a personal challenge but as a systemic issue that affects organizational 

security and efficiency. The theoretical underpinnings provided by Baumeister's ego depletion theory (Ma 
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Yu et al., 2020) and the empirical evidence of decision fatigue's impact on decision quality (Pignatiello et 

al., 2020; Nobles, 2022) provide a robust framework for understanding and mitigating this phenomenon. 

Furthermore, integrating advanced technological solutions, such as AI and machine learning, 

presents a viable path to alleviate the cognitive burden on cybersecurity professionals (Cesario, 2023; 

Kanbach et al., 2023). When implemented thoughtfully, these technologies can automate routine data 

analysis, highlight critical threats, and streamline decision-making. However, relying on algorithms must 

be balanced with human oversight to avoid biases and ensure that decision-making remains nuanced and 

contextually informed (Baer, 2019). 

Organizational strategies also play a pivotal role in combating decision fatigue. Adopting agile 

methodologies, fostering a supportive decision-making environment, and recognizing the human limits of 

information processing are crucial steps toward mitigating decision fatigue (Arellano et al., 2023; Naseer 

et al., 2023). Moreover, emphasizing the well-being of cybersecurity professionals through holistic 

approaches that include regular breaks, nutrition, and stress management can enhance cognitive function 

and decision-making stamina (Orquin et al., 2020). 

Addressing decision fatigue in cybersecurity requires a multifaceted approach that combines 

psychological insights, technological innovations, and organizational strategies. By acknowledging the 

complexity of decision-making in the digital age and implementing measures to reduce cognitive overload, 

organizations can enhance their cybersecurity posture while promoting the health and productivity of 

their workforce. This comprehensive strategy safeguards digital assets and contributes to a more resilient 

and effective cybersecurity infrastructure that adapts to the ever-evolving threat landscape. 

 

  



DECISION OVERLOAD   13 

 
 

References 

 

Alagar. (2023). The intersection of Data Analytics and artificial intelligence. IABAC®. 

https://iabac.org/blog/the-intersection-of-data-analytics-and-artificial-intelligence  

Alghamdi, N. A., & Al-Baity, H. H. (2022). Augmented analytics driven by AI: A digital transformation 

beyond business intelligence. Sensors (Basel), 22(20). https://doi.org/10.3390/s22208071  

Arellano, J., Coello, P., Fucci, E., & Uliana, E. (2023). A better way: How to reduce bias and improve 

decision-making in multidisciplinary teams. In A. Samson (Ed.), Behavioral economics guide 2023 

(pp. 26-35).  

Aruleba, O. (2022). The use of analytics in decision-making: The role of information processing capability 

and analytical-based culture (Order No. 29208689). ProQuest Dissertations & Theses Global. 

(2681057340). 

Aurelien, J. (2021). Exploring effective defensive cybersecurity strategies for small businesses (Publication 

Number 28968351) [D.C.S., Colorado Technical University]. ProQuest Dissertations & Theses 

Global.  

Baer, T. (2019). Understand, manage, and prevent algorithmic bias: A guide for business users and data 

scientists. Springer.  

Bean, R. (2017). How big data is empowering AI and machine learning at scale. MIT Sloan Management 

Review. https://sloanreview.mit.edu/article/how-big-data-is-empowering-ai-and-machine-

learning-at-scale/  

Brachten, F., Brünker, F., Frick, N. R. J., Ross, B., & Stieglitz, S. (2020). On the ability of virtual agents to 

decrease cognitive load: An experimental study. Information Systems and e-Business 

Management, 18(2), 187-207. https://doi.org/10.1007/s10257-020-00471-7  

Cesario, E. (2023). Big data analytics and smart cities: Applications, challenges, and opportunities 

[Methods]. Frontiers in Big Data, 6. https://doi.org/10.3389/fdata.2023.1149402  

Chowdhury, N. H., Adam, M. T. P., & Skinner, G. (2019). The impact of time pressure on cybersecurity 

behaviour: A systematic literature review. Behaviour & Information Technology, 38(12), 1290-

1308. https://doi.org/10.1080/0144929x.2019.1583769  

Denhere, V. (2021). Traditional decision making versus artificial intelligence aided decision making in 

management of firms : A narrative overview. 

https://ujcontent.uj.ac.za/esploro/outputs/journalArticle/Traditional-decision-making-versus-

artificial-intelligence/9910382607691#file-0 

Einhorn, C. S. (2023). Problem solver: Maximizing your strengths to make better decisions. Cornell 

University Press. https://books.google.com/books?id=5B6rEAAAQBAJ  

James, M. (2024). The ethical and legal implications of using big data and artificial intelligence for public 

relations campaigns in the United States. International Journal of Communication and Public 

Relation, 9, 38-52. https://doi.org/10.47604/ijcpr.2273  

Kahneman, D., Sibony, O., & Sunstein, C. R. (2021). Noise: A flaw in human judgment. Little, Brown. 

https://books.google.com/books?id=g2MBEAAAQBAJ  

Kahneman, D., Lovallo, D., & Sibony, O. (2019). A structured approach to strategic decisions. MIT Sloan 

Management Review, 60(3), 67-73.  



DECISION OVERLOAD   14 

 
 

Kanbach, D. K., Heiduk, L., Blueher, G., Schreiter, M., & Lahmann, A. (2023). The GenAI is out of the 

bottle: Generative artificial intelligence from a business model innovation perspective. Review of 

Managerial Science. https://doi.org/10.1007/s11846-023-00696-z  

Lee, C., Cheang, P., & Moslehpour, M. (2022). Predictive analytics in business analytics: Decision tree. 

Advances in Decision Sciences, 26, 1-30. https://doi.org/10.47654/v26y2022i1p1-30  

Li, L., Lin, J., Ouyang, Y., & Luo, X. (2022). Evaluating the impact of big data analytics usage on the 

decision-making quality of organizations. Technological Forecasting and Social Change, 175, 

121355. https://doi.org/https://doi.org/10.1016/j.techfore.2021.121355  

M'Manga, A. (2020). Designing for cyber security risk-based decision making (Order No. 28131224) 

[Bournemouth University]. ProQuest Dissertations & Theses Global (2430845108). 

Ma Yu, X. C., Che Jingshang, Wang Haixia, Li Aimei. (2020). Ego depletion impedes rational decision 

making: Mechanisms and boundary conditions. Advances in Psychological Science, 28(11), 1911-

1925. https://doi.org/10.3724/sp.J.1042.2020.01911  

Marchewka, E. J., Jr. (2022). Reducing cybersecurity risk information asymmetry phenomenon: A 

prescriptive approach to improving cybersecurity risk perception (Publication Number 28971250) 

[D.B.A., California Southern University]. ProQuest One Academic. 

McIntyre, D. L., & Frank, R. (2021). No gambles with information security: The victim psychology of a 

ransomware attack. In M. Weulen Kranenbarg & R. Leukfeldt (Eds.), Cybercrime in context: The 

human factor in victimization, offending, and policing (pp. 43-60). Springer International 

Publishing. https://doi.org/10.1007/978-3-030-60527-8_4  

Miles, L. A. (2021). An analysis of the combined effects of advanced information technologies and 

enterprise risk management on organizational performance (Publication Number 28549351) 

[D.B.A., Drexel University]. ProQuest One Academic. 

Naik, B., Mehta, A., Yagnik, H., & Shah, M. (2021). The impacts of artificial intelligence techniques in 

augmentation of cybersecurity: A comprehensive review. Complex & Intelligent Systems, 8(2), 

1763-1780. https://doi.org/10.1007/s40747-021-00494-8 

Naseer, A., Naseer, H., Ahmad, A., Maynard, S. B., & Siddiqui, A. M. (2023). Moving towards agile 

cybersecurity incident response: A case study exploring the enabling role of big data analytics-

embedded dynamic capabilities. Computers & Security, 135. 

https://doi.org/10.1016/j.cose.2023.103525  

Nassar, A., & Kamal, M. (2021). Machine learning and big data analytics for cybersecurity threat 

detection: A holistic review of techniques and case studies. Journal of Artificial Intelligence and 

Machine Learning in Management, 5(1), 51-63. 

https://journals.sagescience.org/index.php/jamm/article/view/97  

Nobles, C. (2022). Stress, burnout, and security fatigue in cybersecurity: A human factors problem. 

HOLISTICA – Journal of Business and Public Administration, 13(1), 49-72. 

https://doi.org/10.2478/hjbpa-2022-0003  

Obitade, P. O. (2019). Big data analytics: A link between knowledge management capabilities and 

superior cyber protection. Journal of Big Data, 6(1). https://doi.org/10.1186/s40537-019-0229-9  

Ooi, K.-B., Tan, G. W.-H., Al-Emran, M., Al-Sharafi, M. A., Capatina, A., Chakraborty, A., Dwivedi, Y. K., 

Huang, T.-L., Kar, A. K., Lee, V.-H., Loh, X.-M., Micu, A., Mikalef, P., Mogaji, E., Pandey, N., 

Raman, R., Rana, N. P., Sarker, P., Sharma, A., . . . Wong, L.-W. (2023). The potential of 



DECISION OVERLOAD   15 

 
 

generative artificial intelligence across disciplines: Perspectives and future directions. Journal of 

Computer Information Systems, 1-32. https://doi.org/10.1080/08874417.2023.2261010  

Orquin, J. L., Christensen, J. D., & Lagerkvist, C. J. (2020). A meta-analytical and experimental 

examination of blood glucose effects on decision making under risk. Judgment and Decision 

Making, 15(6), 1024-1036. 

Palmer, D. (2020). AI-Powered Business Intelligence: The future of analytics. IBM Blog. 

https://www.ibm.com/blog/ai-powered-business-intelligence-the-future-of-analytics/  

Panda, S. (2022). Optimal strategies for cyber security decision-making [Doctoral Dissertation, University 

of Surrey]. https://openresearch.surrey.ac.uk/esploro/outputs/doctoral/Optimal-Strategies-for-

Cyber-Security-Decision-Making/99641066402346 

Pignatiello, G. A., Martin, R. J., & Hickman Jr, R. L. (2020). Decision fatigue: A conceptual analysis. Journal 

of health psychology, 25(1), 123-135.  

Rodriguez Saldana, M. A. (2021). Exploring the strategies of decision-makers to improve business 

decisions using business intelligence and analytics tools (Publication Number 28546386) [D.C.S., 

Colorado Technical University]. ProQuest Dissertations & Theses Global. 

Sahadevan, S. (2023). Project management in the era of artificial intelligence. European Journal of 

Theoretical and Applied Sciences, 1(3), 349-359. https://doi.org/10.59324/ejtas.2023.1(3).35 

Seng, K. P., Ang, L.-M., Peter, E., & Mmonyi, A. (2023). Machine learning and AI technologies for smart 

wearables. Electronics, 12(7), 1509. https://www.mdpi.com/2079-9292/12/7/1509  

Sharma, P., & Barua, S. (2023). From data breach to data shield: The crucial role of big data analytics in 

modern cybersecurity strategies. International Journal of Information and Cybersecurity, 7(9), 

31-59. https://publications.dlpress.org/index.php/ijic/article/view/46  

Shimizu, T. & Lim, T. (2023). "Pivot and Cluster Strategy" in the light of Kahneman's "Decision Hygiene" 

template. Diagnosis, 10(3), 215-217. https://doi.org/10.1515/dx-2022-0129 

Shreeve, B., Gralha, C., Rashid, A., Araújo, J., & Goulão, M. (2023). Making sense of the unknown: How 

managers make cyber security decisions. ACM Transactions on Software Engineering and 

Methodology, 32(4), 1-33. https://doi.org/10.1145/3548682  

Shreeve, B., Hallett, J., Edwards, M., Anthonysamy, P., Frey, S., & Rashid, A. (2021). "So if Mr. Blue head 

here clicks the link..." risk thinking in cyber security decision making. ACM Transactions on 

Privacy and Security, 24(1), 1-29. https://doi.org/10.1145/3419101  

Singh, T., Johnston, A. C., D'Arcy, J., & Harms, P. D. (2023). Stress in the cybersecurity profession: A 

systematic review of related literature and opportunities for future research. Organizational 

Cybersecurity Journal: Practice, Process and People. https://doi.org/10.1108/ocj-06-2022-0012  

Tsimba, G. (2021). Exploring the strategic management principles to improve information security 

governance in small and medium-sized business (Publication Number 28318012) [D.M., Colorado 

Technical University]. ProQuest Dissertations & Theses Global. Ann Arbor.  

White, C. A. (2023). Mixed method exploration of cybersecurity executive decisions and cognitive bias 

(Order No. 30524644) [Marymount University]. ProQuest One Academic. (2822137641).  

Wu, J. J. W. (2023). Towards formalizing data-driven decision-making from big data: A systematic multi-

criteria decision-making approach in online controlled experiments (Order No. 30310888) [The 

George Washington University]. ProQuest One Academic (2784774986). 



DECISION OVERLOAD   16 

 
 

Yeboah-Ofori, A., Islam, S., Lee, S. W., Shamszaman, Z. U., Muhammad, K., Altaf, M., & Al-Rakhami, M. S. 

(2021). Cyber threat predictive analytics for improving cyber supply chain security. IEEE Access, 

9, 94318-94337. https://doi.org/10.1109/ACCESS.2021.3087109  

Yoon, H., Scopelliti, I., & Morewedge, C. K. (2021). Decision making can be improved through 

observational learning. Organizational Behavior and Human Decision Processes, 162, 155-188. 

https://doi.org/10.1016/j.obhdp.2020.10.011 


